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Abstract − Requirements for validation of custom 
developed software in metrology applications are mainly 
influenced by technical realisation of measuring 
instrument/system. In this article some issues related to the 
technical realisation of validated software are described. 
Furthermore, the state-of the art validation approaches and 
tools are presented, including failure risk analysis and test 
case selection. In the discussed example the validation 
approach in case of MIRS Mass Laboratory automation 
software is presented. Synthesis of presented methods, tools 
and techniques may be useful as guidance for validation of 
similar software applications.  
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1. INTRODUCTION 
 

The aim of this paper is to give an overview of acquired 
knowledge and experience in the validation of software in 
metrology applications gained in MIRS Laboratory for 
Information Technology in Metrology. Presented 
approaches may be combined and applied to validation of 
software in different fields of metrology.  

When analysing a modern (automated) measuring 
system, it is obvious that it comprises, among other 
components of numerous software components. Those 
components are whether embedded in vendor supplied 
measuring instruments or custom (“do it yourself”) 
laboratory developed, running on PC workstations. The 
reliability of measurement system as well as uncertainty of 
measurement results are in many cases dependent of the 
quality of software components used. Having that in mind it 
is inevitable to persuade both performer of measurements 
and supervision (i.e. accreditation) body of quality of 
automation software used.  

Very often some commercial off-the shelf software 
(COTS) products are used for performance of particular data 
processing as well. Application of these software products 
has to be performed carefully, because they may contain 
certain deficiencies, which are very well addressed in [4]. 

Some tools for validation of metrological software are 
already available. For example, there are some public 
reference program libraries dedicated for software validation 

purposes available on Internet [6], [8]. They are suitable for 
validation of generic software functions (like circle, square, 
fitting algorithm …) that are building blocks of real 
metrological software applications.  

In addition, there are some public databases with 
reference data for validation of particular metrological 
software applications also available in Internet. Those 
reference data are prepared for use in test cases for 
validation of certain software modules [5], [7].  

For both reference software and reference data one must 
have in mind that they very rarely fulfil all needs of 
particular validation task and that they may be used for 
validation of particular building blocks only. 

Another possibility for validation is intercomparison of 
metrological software modules. With this method modules 
of the same kind (performing calculation of same 
metrological function) may be validated in manner of 
classical laboratory intercomparison. For this approach 
specially designed (dedicated for every particular 
metrological function to be tested) reference data sets have 
to be produced and made available (i.e. on a server on the 
Internet) [9]. 

 
2. SOFTWARE VALIDATION 

  
2.1 Basic principles 

When discussing software validation we can distinguish 
at least two situations when it is necessary to be performed. 
Those are:  
• initial validation, when validation is done before first 

software use and  
• later validation, which may or even, has to be done for 

various reasons (maintenance, virus detection, …) that 
are very well explained in [3]. 

 
The meaning and purpose of initial and later validations are 
very similar to initial and subsequent verifications of 
measuring instruments in legal metrology.  

The validation of software in other words is software 
testing. There are two different understandings of software 
testing. One definition [1] says that software testing is 
reviewing and executing the program in order to detect 
faults (provoke failures). This approach stimulates removal 
of as many software faults as possible. That certainly is 
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suitable from software manufacturer (developer) point of 
view. Another aspect is the aspect of end-user or inspection 
body: to verify equipment functionality. This approach is 
more practical. It does not require “complete” testing - only 
the functionality has to be examined, regardless of possible 
hidden “dormant” faults. 

Although opposite at the first glance, those 
understandings have the same aim and lead to the common 
result – the software must be adequate for it’s purpose, that 
is to provide satisfactory equipment functionality in foreseen 
conditions of use. 

 
2.2  Software quality requirements 
Another dilemma in approach to software testing is 

caused by the source of validation requirements. Different 
user groups are interested in different software quality 
characteristics, which can be grouped according to the field 
of instrument use.  

In legal metrology applications requirements for the 
measuring instruments software are defined by legislation – 
national or international (in the manner of European 
directives, for example Measuring Instruments Directive – 
MID). Specifics of requirements for testing of software in 
legal metrology instruments compared to other applications 
is that more attention is focused on testing of non-desired 
functionality  (what software should not do or allow) and 
software and data protection.  

There is another category of devices where safety 
requirements are of great importance. Those are medical, 
transportation, devices used in power plants and military 
devices. For those applications requirements are defined in 
rigorous safety standards, whether for entire measuring 
system or for the particular software components. 

Other requirements are caused by the market rules, like 
responsibilities and consequences caused by faulty product 
or lost of the market share in case of malfunction with 
severe consequences.   

Requirements for custom developed software 
applications in metrological laboratories (other then legal 
metrology instruments) may be derived both from good 
laboratory praxis and from requirements of the international 
standard ISO/IEC 17025 (General requirements for the 
competence of testing and calibration laboratories).  
 

3. PERFORMING OF VALIDATION  
 

Analysis of software under test as well as test methods to 
be used have to be discussed and agreed between person 
performing validation and designer and user of measuring 
system.  

 
3.1. Analysis of validated software 
The first step is to analyse of software to be tested. For 

this purpose appropriate documentation has to be supplied, 
including program description, and often program source 
code. Since complete testing of software is not possible, it is 
necessary to determine what program functions and modules 
have to be tested and under what conditions. Appropriate aid 
for this decision is so called “risk analysis” [2], during 

which focus for validation is defined. Entire software has to 
be analysed in manner presented on figure 1.  
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Figure 1: Risk acceptability estimation 

 
Estimation has to be prepared for all components 

(modules) of validated software with likelihood of module 
outage (dependent also of frequency of module usage) and 
severity of possible failure, as shown on figure 1. Modules 
with combination likelihood/severity that lies in the 
“intolerable” area have to be tested in greater extent, with 
aim to find as much faults as possible, so their outage 
likelihood decreases and likelihood/severity falls into 
“acceptable” area.  

Specific metrology applications are also distributed 
measurement systems where measurement data are 
transmitted via computer networks. Usually public networks 
like Internet are most convenient infrastructure for data 
transfer. There are several IT related aspects in such 
applications that have to be taken into account (also during 
the validation) - data security and integrity as well as the 
proper identification and authentication of the participants in 
data exchange. State of the art approach for solving these 
problems is application of asymmetric key infrastructure.  

 
3.2.   Test environment 
Testing of automation software is usually performed on 

dedicated workstations, for which the environment has to be 
preferable the same as in the place of use (i.e. hardware 
environment and operating system). Sometimes it is not 
possible in praxis to set up hardware environment entirely 
(i.e. it is not possible to bring to testing laboratory all 
measuring instruments that form the system that is operating 
in specific environmental conditions). In such cases some of 
measuring system components (in most cases functionality 
of complete measuring devices) or software modules has to 
be simulated. This is realised by software modules designed 
specially for that purpose and inserted in software under test 
to replace modules that can not be executed. Use of such 
modules is convenient but special attention has to be taken 
to avoid introducing new errors with this simulation 
software modules. Usually, such modules have to be 
validated separately, before inclusion in the validated 
automation software.  
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3.3. Test cases selection 
Previous chapter describes distribution of attention paid 

to testing of particular modules according to the results of 
risk analysis. The next issue to be defined is selection of test 
cases.  

Test case is set of pairs of values of input parameters and 
expected values of output from module under test [1]. There 
are several methods for selection of test cases. Probably the 
most appropriate for metrology applications is combination 
of method of equivalence partitioning and the method of 
boundary values. Method of equivalence partitioning 
implies existence of at least one test case for every algorithm 
branch of tested program. According to the method of 
boundary values, test cases must have values of input 
parameter very close (less than, equal and greater) to 
algorithm switching values (A and B on figure 2).  
Unexpected values (less than minimum and greater then 
maximum input parameter value) also have to be included in 
test sets.  
Test cases selected in described manner are minimal for 
sufficient testing of one module. Those test cases may be 
used as reference for software validation in all situations. 
 

Test case selection
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Output

Input

Algorithm
1 

Algorithm
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Algorithm
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Figure 2: Selection of test cases 

 
4. PRACTICAL EXAMPLE 

 
As the practical example an approach to the validation of 

MIRS mass laboratory automation software will be 
presented. In the laboratory the calibration of weights is 
performed, according to comparison method. The software 
controls comparator balances and instruments for measuring 
of environmental conditions (temperature t, relative 
humidity h and atmospheric pressure p). For practical 
reasons software modules for communication with those 
instruments were substituted with simulation subroutines 
which used previously recorded real raw data as input 
parameters. 

Automation software is programmed in three 
programming languages – National Instruments LabVIEW 
(communication modules and calculations), Microsoft 
Access (database functions) and Microsoft Visual Basic 
(graphical user interface). 

 
Figure 3: Example structure of software under test 

 
Modules performing following calculations were selected 
during risk analysis as most important for thorough 
checking: 
 

Wcrct mCmm ∆++= )1( ,                  (1) 
 
where:  
mcr - standard weight conventional mass, 
C - air buoyancy correction,  
∆mW - mean value of the ABBA measured difference. 
 
Air buoyancy correction is calculated as: 
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where: 
ρr  - density of standard weight, 
ρt  - density of weight under test, 
ρa  - air density, 
ρ0  - presumed air density 1,2 kgm-3. 
 
Weight density parameters are stored in database, air density 
is calculated according to: 
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where:  
p - atmospheric pressure, 
h - relative air humidity, 
t - temperature. 
 
Test cases were selected according to the 3.2. The validation 
outcome showed good performance of the software under 
test in respect to desired functionality and expected range of 
input parameters. The recommendation of evaluators was 
that software should be improved in way to reject irregular 
values of input parameters [10]. 
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5. CONCLUSIONS 
 
Validation of custom designed software in metrology 

applications requires both knowledge of software testing as 
well as the physical background of the metrology field that 
software deals with. 

Preparatory activities for testing of metrological software 
require thorough analysis of software design and applied 
technology in order to focus on testing of software modules 
that are most critical for performance of software under test 
and select proper test methods. Although several tools are 
available, including reference software and reference 
datasets, sufficient testing of metrological software is not a 
routine task. Those tools are usually not sufficient or not 
directly applicable and tester has to modify them or develop 
its own tools, - reference software, datasets and modules for 
simulation of particular functionality of system under test. 

Although international standard ISO/IEC 17025 says that 
commercial off-the shelf software products may be 
considered to be sufficiently validated; it is sometimes good 
not to believe that entirely and to validate functions 
performed by such software as well. 

Generally speaking, it is important to realise that tolls 
that will solve all validation problem do not exist. Sufficient 
validation requires knowledge about physical phenomena 
automated with the software under test, thorough analysis of 
the software and application of available tools, methods and 
software testing techniques.  
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